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Training Course
Descriptions

Multi-Topic
Foundational Course

e Security Awareness Essentials

e Security Awareness

e Strongest Link Theme - Security Awareness
and Literacy

e A Day in the Life Theme - Security Awareness

Single Topic Courses

* Phishing

* Defeating Social Engineers Standard
& Advanced

* Protecting Mobile Data and Devices

e Appropriate Use of Social Media

* Working Remotely

e Password Security

* Physical Security

e Email Security & Instant Message Security

e Security Awareness for the Home

e Cloud Security

* Internet of Things & Home Security

* Incident Reporting

Micro Learning Mini Modules

* In-person Social Engineerin

e Social Engineering - How It Works

* Online and Targeted Social Engineering

e Social Engineering - Countermeasures and
Incident Response

* Appropriate Use of Social Media

* Secure Use of Social Media

e Social Media Best Practices

e QOutwitting Spear Phishers

* An Introduction to Insider Threats

* Protecting Kids from Cyberbullying

* Protecting Mobile Devices and Data

e Additional Best Practices for Mobile Devices

* Ransomware - How to Defend Yourself

* Protecting Against Malicious Insiders

e The Malware Threat

Role-Based Courses

» Security Awareness for Managers

* Information Security for Executives

e Privileged User Security

e Baseline Information Security Training
for IT Professionals

* Introduction to the OWASP Top 10




Training Course
Descriptions

Standards, Compliance &
Regulations:

GDPR

e How to Comply with the GDPR in the US

e GDPR: Introduction and Overview

* GDPR: Key Principles of the GDPR

e GDPR for Data Handlers

* Navigating the GDPR with our US Partners
e GDPR: Transfers of Data Outside the EU

PCI

e PCI-101: PCI Essentials for Account Data
Handlers and Supervisors

e PCI-120: PCI Requirements Overview for IT
Professionals - DSS 3.2

Privacy and Data
Protection

e P-101: Privacy and Data Protection

Data and Records Retention

e DR-101: Data and Records Retention

HIPAA/HITECH
(Optional Package)

HIPAA/HITECH Privacy for

Business Associates

HIPAA/HITECH Privacy for

Covered Entities

HIPAA/HITECH Security Awareness
HIPAA/HITECH Medicare Fraud, Waste,
and Abuse

Human Resources
(Optional Package)

Wage & Hour for Supervisors

Wage & Hour for Employees
Workplace Violence Prevention Training
for Supervisors

Handling Complaints for Supervisors
Lawful Hiring

Conducting a Lawful Interview
Understanding and Complying with FERPA
Diversity Training in the Workplace
Preventing Workplace Discrimination
Workplace Bullying Training

Active Shooter




Training Course
Descriptions

Harassment Phishing Simulator
(Optional Package)

* Preventing Workplace Harassment for
All Employees (Video)

e Title IX - Sexual Misconduct,
Sexual Harassment, and Sex Discrimination

* Preventing Workplace Harassment &
Discrimination for All Employees (Video)

* Preventing Workplace Harassment for
Employees (Global)

* Preventing Workplace Harassment
for Employees

* Preventing Workplace Harassment
(Standard Video)

e Advanced Sexual & Workplace
Harassment Prevention

Ethics (Optional Package)

e Ethics & Code of Conduct for All Employees
* Global Anti-Bribery & Corruption Training
e Ethics & Code of Conduct for Supervisors




